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Think Cloud Services for Government, Business and Research
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Small & Medium Businesses
Tools and guides for small tech firms and digital businesses
Events Cloud Standards Hub Cloud Research & Services Helping you make a better and more secure move to the cloud
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2016.
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How can Europe shape policies towards a
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Tools & services for

European CloudScout

14 questions for a secure
transition to the Cloud
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Navigate your SME to the cloud

14 questions for a secure transition to the Cloud
EUROPEAN VERSION (ENGLISH) ~ AUSTRIA  BELGIUM (FRENCH)  BELGIUM (FLEMISH)  FINLAND

GERMANY HUNGARY SPAIN UNITED KINGDOM SLOVAKIA

In collaboration with:
The pean Cloud: is provided by CloudWATCH. oy,

P ‘. pX

d funding from the European Union's Seventh Framework Programme - DG Connect Software Services,

Cloud Customers

Cloud Contracts

Legal guide, FaQ &

contractual clauses guide
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for SMEs

The CloudWATCH Legal Guide
to the Cloud for SMEs

cloud polces, standards profies & services

How to protect personal data in cloud
service contracts
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» Analyze the risks of outsourcing services to the cloud;
» Identify what security controls are needed to protect their employee |
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CloudWATCH2 Legal Services for SMEs

= The CloudWATCH2 Legal Service is for small businesses that are already planning to use a cloud service
and need to understand the legal aspects.

| Understanding legal terms within a cloud service contract is extremely important, particularly regarding
obligations for both you as a cloud service customer and your service provider.

Our legal experts from ICT Legal are here to guide you through the most common and important terms.
LSO IR RS This oniine guide is free of charge to facilitate you in adopting a cloud service. It is designed to be relatively
easy and quick to use.

How to use the guide

Below you find Frequently Asked Questions (FAGS) on legal terms in cloud service contracts.

After the FAQS, you will ind  short online form. Please use this form to tel us: 1) Which FAQS are the most useful for the cioud
service of your choice? and 2) Which aspects of a cloud service and related contract do you find most challenging or difficult to
understand?
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» Benefits & Risks

» Success Stories

» CloudScout

» Legal Guide to the Cloud

Governments
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SLA-AID — Online tool for cloud
customers

SLA-AID
Navigate your way through Cloud SLAs

Freshness 27% completed

Ansvier the questions below and select the option that best describes your current procedures,

How important is it for your organisation to know when the
cloud SLA was last revised?

loud Service

D This information is not needed by my organisation.

The revision date should be provided by the Cloud Service Provider.

@ This is very important to know, and | expect it to appear on the SLA.

If the CSP publishes the revision
you be interested in also having

the frequency of such SLA updal How to navigate your way
through Cloud SLAs

of the SLA. Its impor
fer is about updating s SLA, th
A may not necess

[REPORT]

SLA-AID

How to navigate your way through Cloud SLAs

Not really, this is not relevant to my organisation

i available then | would be interested in having that informi

ropor SLA-A, It contains a
O Definitely, this is very important information for my organis: i (e.g. SLA defniions, noticatons, reportig, monioring and
metics).
The report y X ogal you may soek. Please do not
¥ 1o improve our ool

Do you require access to previou o
Your Cloud SLA Priorities:
versions of the SLA enhances a cusion

Provider nparticular,custon  High Importance
us revisions of the SLA either during their
bythe Cloud Serviee Provi— Cloud SLA Definitions

Having access 10 previo

d how the Cloud Serv
order to compa
SLA change, previously o

Should relevant definitions for terms used in the SLA be provided?

SLA willbeneft Cloud provider's SLA,
while also avoiding unnecessary ambiguities.

T cloud SLA, and

Revision Date

How important s it for your organisation to know when the cloud SLA was last revised?

Agreement), the Cloud jpdat

y
its SLA based on for example, business needs or technology updates. In these cases,
s LA 10 those updates.

‘This is very important to know, and | expect it to appear on the SLA.
“The revision date, along with a log of changes, should be included in the SLA.

Number of Pages

To make the SLA easier to read, should the pages of the SLA be numbered?

Nowadays, . webpages, popup panels).
However, our findings show that “long SLAS” do not necessarily mean “clearer SLAS™
fhe SLA take y long, then avoid reading it in
full o will be unable 1o easily find key SLA/SLO information. Shorter,
Customers.
y imp A pages.

30 Questions to navigate your
way through cloud SLAs

e (Questions cover core elements
of a cloud SLA

e Recommendations available
on each element based on
answers.

e Recommendations ordered by
priority for end-user

 Downloadable report available

http://sla-aid.sla-ready.eu/
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e Over 20 Use cases published & mapped

CLOUD SERVICE LIFECYCLE

Acquisition Operation Termination

©

©

() Termination &
Negotiation & Consequences

Contracting

Assessment Preparation

£ N
. Experienced customer migrating from
. . Experienced government customer
Basic knowledge customer using Saa$ using Hybrid Cloud one Saa$ CSP to another

Novice customer buying services Novice customer processes

e it
. . mobile Employees

Novice customer from Fintech Video storage & streaming

Novice customer moves from the Cloud
data to the Cloud

Use cases mapped by :
*User type

*User maturity

*Cloud lifecycle phase
*Cloud usage

www.sla-ready.eu/use-
cases

Experienced customer provides
Cloud-based environment

Experienced customer-vendor
using [aas & Paa$
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Tools & services for Cloud Customers

Cloud Security Certification

ENISA Cloud Certification Schemes
Metaframework - Matching
certifications to your requirements

Cloud Security

ENISA SME Cloud Security Tool for SMEs
Check-list of security questions to ask
your CSP

@ enisa.europa.eu (@] t (=] F

opean Union Agen
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ork and Informa

SME Cloud Security Tool

SME Cloud Security Tool

SME Cloud Security Tool offers the functionality to rate the risks and opportunities and to generate a list of
security questions to understand the main features of the cloud service under deployment. The tool can also
calculate and visualise risks and opportunities, and consult the results into a customised set of security
questions.

Rate the security opportunities and the security risks below according to your organisation requirements.

Choose use case scenario to demo the tool

Scenario 1: SME using SaaS

Scenario 2: SME using laaS/PaaS

00 ® < m @ resilience.enisa.europa.eu t a +
You are here: home /
Goud computing certication / CCSM
Cloud Certification Schemes Metaframework
CCSM, the cloud certification schemes isa of relevant cloud schemes. The goal of
CCSM is to increase transparency about existing certification schemes and to help customers with cloud security when procuring
cloud services. CCSM uses a iate layer of ity obj to map from customer to cloud

CLOUD CERTIFICATION
SCHEMES METAFRAMEWORK

certification schemes. This online tool has two main functions: It generates a matrix which maps to different cloud certification
‘schemes, and it generates procurement checkiists or questionnaires for customers. For more background and more information
about this tool and the schemes in this tool see: ilience.enisa.europa. 9

To start using the tool, first select the CCSM security objectives which are relevant for you, then scroll down to see the matrix which maps to different certification schemes.
Below the matrix you can print checklists and forms for use during procurement.

1. Information security policy

2. Risk management

3. Security roles

4. Security in Supplier relationships

Cloud provider establishes and maintains an information security policy.
Cloud provider establishes and maintains an appropriate governance and risk
management framework, to identify and address risks for the security of the cloud

services.

Cloud provider assigns appropriate security roles and security responsibilities.

Cloud provider establishes and maintains a policy with security requirements for
contracts with suppliers to ensure that dependencies on suppliers do not negatively
affect security of the cloud services
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Tools & services for Cloud Customers

Cybersecurity self-assessment Cloud Standards

CyberWISER-Light: Cybersecurity

Cloud Standards Guide &
self-assessment tool

Cloud Standards Profiles
tool
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About News Events EU Service Portfolio Concertation Cloud in Practice Programme  Resources

m W?SER Home  Media  Events  Pilots  Insights  About Wiser Home » The Cloud Standards guide
i SMEs
Wideimpoct eyber SEcurty Risk romework The Cloud Standards guide
QLB - X
NS = \ Standardisation is seen as a strong enabler, bringing more confidence to users, especially SMEs. Consumers are increasingly » Benefits & Risks
e A S concerned about the lack of control, interoperability and portability, which are central to avoiding vendor lock-in, whether at the Suc0ess Stories
ss“\md\m?!“f\‘g& Tasuess technical, service delivery or business level, and want broader choice and greater clarity. Open standards can protect .
‘ s Quesion ana—— consumers and are one of the most important means used to bring new technologies to the market. » CloudScout
\ Vw_-_:-,‘::::;'f»:«ﬂ“‘*"“ From a consumer's point of view, uptake and even enforcement of public open standards offers a number of benefits over » Legal Guide to the Cloud
DUNINREEEN industry standards due to impartial public copyrights and associated IPR policies. As a consequence, public open standards
CYBERWSYSER - offer protection from vendor lock-in and licensing issues, therefore avoiding significant migration costs if not provided.
LIGHT =
Governments
A FREE AND EASY TO USE ONLINE SERVICE . N .
Avoiding vendor lock-in: Cloud standards for portability % » Benefits & Risks
Make cyber risk assessment a top » Success Stories
priority for your business today.
Regii(er now and start your e0e < [in] cloudwatchhub.eu ¢
cyber security journey.
)
U et

o Interope Download our cloud standards profiles
7 12 porolo of and e
ffom a securty and ineroperablty perspectve. We have

used these to develop and test a set of common standards
profiles around federated cloud services.
Find out more Trusted Public Clouds for Scientific C i High:

CloudW&tch

Think Cloud Services for Government,
Business & Research




Learn the CLOUD
landscape with us

Find out more & use the tools
for yourselves here

sla-ready.eu cloudwatchhub.eu



